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Abstract
This  study  examines  the  role  of  Christian  Religious  Education  (CRE)  in 
addressing the growing concern of internet fraud among Nigerian secondary 
school  students.  Through a  comprehensive  literature  review methodology 
utilizing  secondary  data  from  academic  journals,  books,  and  relevant 
publications from 2014-2024, the research investigates the intersection of 
religious  education  and  cybercrime  prevention.  Key  findings  reveal  that 
while Christian Religious Education possesses significant potential in moral 
development  and  character  formation,  its  effectiveness  is  hampered  by 
inadequate  infrastructure,  poor  teacher  training,  and  the  increasing 
influence  of  materialistic  values  in  society.  The  study  concludes  that 
Christian Religious Education, when properly implemented and supported, 
can  serve  as  a  vital  tool  in  combating  internet  fraud  among  students. 
Recommendations  include  curriculum  enhancement,  teacher  capacity 
building,  and  increased  collaboration  between  religious  institutions  and 
schools to create a more effective moral education framework.
Key Words: Challenges, Prospects, Christian Religious Education, Internet 
Fraud (Yahoo-Yahoo), Secondary School Students 

Introduction
In  today's  global  landscape,  societies  face  numerous 

challenges ranging from corruption and climate change to insecurity 
and poor healthcare systems. Among these challenges, the security 
of  lives  and  property  stands  as  a  paramount  concern,  as  it 
fundamentally affects all other aspects of human existence. Within 
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this  context,  a  particularly  troubling  dimension  of  insecurity  has 
emerged  in  the  digital  space,  where  cybercrime  has  become 
increasingly prevalent, especially among Nigerian youth (Onifade, 
Imhonopi & Urim, 2013).

The  phenomenon  of  internet  fraud,  colloquially  known  as 
"Yahoo-Yahoo"  in  Nigeria,  has  become  a  pressing  concern  that 
threatens the moral fabric of society,  particularly affecting young 
people  in  secondary  schools.  This  criminal  activity  has  gained 
significant attention due to its negative impact on both individual 
lives  and  national  reputation,  with  many  youths  participating 
actively  in  various  forms  of  cybercrime  (Bello,  2017).  The 
perpetrators,  commonly  referred  to  as  "Yahoo  boys  and  girls," 
employ  increasingly  sophisticated  methods,  including  the 
integration of spiritual elements with internet activities to enhance 
their success rates (Tade, 2020).

The  proliferation  of  internet  fraud  among  Nigerian  youth, 
especially undergraduates and the unemployed, has been facilitated 
by  the  pervasive  adoption  of  Information  and  Communication 
Technology  (ICT).  As  digital  literacy  expands,  so  do  the 
opportunities for both legitimate and illegitimate activities (Adewale 
et al., 2023). This technological advancement, while beneficial for 
development, has also created new challenges for moral education 
and character formation.

The evolution of cybercrime in Nigeria can be traced to the 
expansion of internet access and digital services. This growth has 
provided  new  avenues  for  communication  but  has  also  created 
fertile  ground  for  fraudulent  activities  (Ogunleye  &  Adebayo, 
2022). This technological transformation marked a significant shift 
from  traditional  fraud  methods  to  more  sophisticated  digital 
schemes.

Christian  Religious  Education,  as  a  fundamental  aspect  of 
moral  instruction  in  Nigerian  schools,  has  historically  played  a 
crucial  role  in  shaping  students'  ethical  values  and  behaviour 
patterns. However, the effectiveness of this educational approach in 
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addressing  modern  challenges  like  internet  fraud  requires  careful 
examination,  particularly  given  the  complex  interplay  between 
traditional  religious  values  and  contemporary  digital  culture 
(Thompson, 2019).

The  role  of  religion  in  Nigerian  society  cannot  be 
overemphasized, as it  permeates various aspects  of daily life and 
social institutions. Despite being a secular state, religious influence 
remains powerful, capable of both positive and negative impacts on 
social behaviour. As Thom-Otuya and Igwe (2018) observe, religion 
has the potential to inculcate national consciousness, patriotism, and 
dignity  of  labor  among  its  adherents,  making  it  a  potentially 
powerful tool in combating cyber fraud.

This research seeks to examine the challenges and prospects 
of utilizing Christian Religious Education as a tool for preventing 
and  curbing  internet  fraud  among  secondary  school  students  in 
Nigeria.  By analyzing the  intersection of  religious  education  and 
cybercrime prevention, this study aims to provide insights into how 
religious instruction can be better positioned to address this modern 
ethical  challenge  while  contributing  to  the  broader  discourse  on 
educational  reform  and  moral  instruction  in  Nigerian  secondary 
schools.

Christian Religious Education
Christian Religious Education (CRE) refers to the systematic 

instruction and learning of Christian religious principles, values, and 
ethics  within  formal  educational  settings.  It  encompasses  both 
theoretical  knowledge  of  Christian  doctrines  and  practical 
application  of  biblical  principles  in  daily  life.  In  the  Nigerian 
context,  CRE  serves  as  a  fundamental  component  of  moral 
instruction,  aimed  at  developing  students'  character,  ethical 
understanding,  and  spiritual  awareness  while  promoting  positive 
behavioral patterns and social responsibility (Edwards & Ibrahim, 
2021). The subject integrates biblical teachings with contemporary 



  

158                                                                                                  Vol. 4 No. 2., 2025

moral  challenges,  seeking  to  provide  students  with  a  strong 
foundation for ethical decision-making in modern society.

Internet Fraud (Yahoo-Yahoo)
Internet  fraud,  colloquially  known  as  "Yahoo-Yahoo"  in 

Nigeria, refers to various forms of cybercrime involving the use of 
internet platforms and digital technologies to deceive and defraud 
individuals or organizations for financial gain. This criminal activity 
often involves identity theft, advance fee fraud, romance scams, and 
various  forms  of  online  deception.  The  term  "Yahoo-Yahoo" 
originated from the prevalent use of Yahoo email  services in the 
early days of these fraudulent activities,  though it  has evolved to 
encompass  a  broader  range  of  cyber-enabled  financial  crimes 
(Peterson & Adebayo, 2020). The practice has become particularly 
concerning  among  young  people,  who  may  be  attracted  by  the 
promise of quick wealth and social status.

Secondary School Education
Secondary  school  education  in  Nigeria  represents  the 

intermediate level of formal education between primary and tertiary 
education, typically serving students between the ages of 11 and 18. 
This  critical  phase  of  education  aims  to  provide  comprehensive 
academic instruction while  developing students'  character,  critical 
thinking  abilities,  and  preparation  for  higher  education  or  career 
paths. The secondary education system in Nigeria follows a 6-3-3-4 
educational model,  with six years of secondary education divided 
into  junior  and  senior  secondary  levels  (Richardson  &Oluwole, 
2022). During this period, students are exposed to various subjects, 
including religious education, which plays a vital role in their moral 
and ethical development.

History of Internet Fraud (Yahoo-Yahoo) in Nigeria
The  evolution  of  internet  fraud  in  Nigeria  is  intrinsically 

linked  to  the  nation's  integration  into  the  global  digital  sphere, 
commencing in the mid-1990s. While early accounts acknowledged 
the UNESCO-sponsored Regional Informatics Network for Africa 
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(RINAF)  project  in  1995  as  a  foundational  step,  contemporary 
research emphasizes the complex interplay of  factors that  shaped 
this  technological  introduction  and  its  subsequent  impact  on 
cybercrime. Rather than solely attributing the rise of internet fraud 
to the RINAF project, recent studies underscore the confluence of 
socio-economic  and  technological  dynamics.  The  initial  internet 
infrastructure,  established  at  institutions  like  Yaba  College  of 
Technology,  provided  essential  services,  but  the  pivotal  shift 
occurred with the rapid expansion of internet accessibility and the 
proliferation of cybercafés in the late 1990s and early 2000s.

Modern  analyses  demonstrate  that  this  period  marked  a 
transition  from basic  internet  usage  to  more  sophisticated  online 
activities.  The  increased  accessibility  of  the  internet  created 
opportunities  for  both  legitimate  and  illicit  endeavors.  As  digital 
literacy increased, so did the potential for exploiting technological 
vulnerabilities.  Research  now  highlights  that  rapid  digitalization, 
coupled  with  socio-economic  factors  such  as  high  youth 
unemployment  and  a  culture  of  seeking  quick  financial  gains, 
played a significant role in the rise of "Yahoo-Yahoo" (Ogunleye & 
Adebayo,  2022).  Furthermore,  contemporary  investigations  delve 
into  the  evolving  tactics  employed  by  cybercriminals.  It  is  not 
merely about initial internet access, but the evolution of the tools 
and methods utilized.  Social  engineering,  phishing,  and advanced 
malware  techniques  have  become  increasingly  prevalent. 
Researchers now emphasize the role of social media platforms and 
encrypted messaging applications in facilitating these activities (Eze 
& Okereke, 2020).

In  essence,  while  the  initial  introduction  of  internet 
technology in Nigeria  laid the foundation,  contemporary research 
emphasizes  the  dynamic  interplay  of  technological  advancement, 
socio-economic conditions, and the evolving nature of cybercrime 
tactics in understanding the history of internet fraud in Nigeria. The 
rapid  expansion  of  internet  access,  marked  by  the  licensing  of 
numerous Internet Service Providers (ISPs) and the proliferation of 
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cybercafés, significantly altered the landscape. This facilitated the 
transition from traditional mail fraud to internet-based schemes. As 
Oloworekende (2019) observed, experienced fraudsters recognized 
the  internet's  potential,  adapting  classic  scams  like  the  "Spanish 
Prisoner" trick for  the digital  age,  alongside a  new generation of 
tech-savvy youth. The term "Yahoo-Yahoo" itself emerged from the 
prevalent use of Yahoo email services and messenger platforms in 
the early days of these schemes, with a dramatic increase in internet 
fraud activities occurring between 2001 and 2005.

Forms of Internet Fraud (Yahoo-Yahoo)
Romance scams represent one of the most prevalent forms of 

internet  fraud,  where  perpetrators  create  fake  online  personas  to 
establish emotional connections with victims, ultimately exploiting 
these  relationships  for  financial  gain.  These  scams  often  target 
vulnerable  individuals  on  dating  websites  and  social  media 
platforms,  using  sophisticated  psychological  manipulation 
techniques to build trust and dependency (Edwards &Okoro, 2023).
Business  email  compromise  (BEC)  scams  involve  fraudsters 
impersonating legitimate business entities or executives to deceive 
companies  into  making  unauthorized  fund  transfers.  This 
sophisticated form of fraud requires detailed knowledge of corporate 
operations  and  often  targets  organizations  with  international 
business  relationships,  making  it  particularly  lucrative  for 
perpetrators (Martinez &Adekunle, 2022).

Investment scams have become increasingly common, with 
fraudsters  creating  elaborate  schemes  promising  high  returns  on 
cryptocurrency  investments,  forex  trading,  or  other  financial 
opportunities.  These  schemes  often  utilize  professional-looking 
websites  and  false  testimonials  to  convince  victims  of  their 
legitimacy,  targeting  both  individual  investors  and  organizations 
(Williams & Peters, 2023).

Identity  theft  and  account  takeover  fraud  involve  the 
unauthorized acquisition and use of personal information to access 
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victims' financial accounts or create new ones in their names. This 
form of fraud has become more sophisticated with the advent  of 
advanced hacking tools and the availability of personal data on the 
dark web (Anderson & Ibrahim, 2024).

Phishing  and  social  engineering  attacks  represent  a 
fundamental component of many fraud schemes, where perpetrators 
use deceptive communications to obtain sensitive information from 
victims. These attacks often exploit current events or popular trends 
to create convincing scenarios that prompt victims to share personal 
or financial information (Thompson & Okonkwo, 2023).

Causes of Internet Fraud (Yahoo-Yahoo)
The prevalence of internet fraud ("Yahoo-Yahoo") in Nigeria 

is  rooted  in  a  complex  interplay  of  socio-economic  and  cultural 
factors. A significant driver is the cultural phenomenon of laziness 
and the insatiable desire for quick wealth, where individuals seek 
riches without commensurate effort (Madsen, 2018). This mindset, 
exacerbated  by  the  visible  success  of  some  fraudsters,  fosters  a 
destructive cycle of validation for illegal activities. The staggering 
unemployment rates, particularly among young graduates, create a 
fertile  ground  for  cybercrime.  With  over  20  million  Nigerians 
unemployed (National Bureau of Statistics, 2020), and job creation 
lagging behind the growing labor force (Kazeem, 2020), many are 
driven to criminal activities as a means of survival. Peer pressure 
and  social  networks  also  play  a  crucial  role,  with  young  people 
influenced by the lifestyles of successful fraudsters, especially in the 
absence of strong parental guidance (Esiri, 2016).

Furthermore,  bad  leadership  and  governance  contribute 
significantly  to  the  problem.  The  perception  of  widespread 
corruption  and  impunity  among  political  leaders  erodes  moral 
barriers, making cybercrime appear as a viable alternative (Herley, 
2012). The belief that "everyone is a thief" fosters a sense of moral 
relativism,  justifying  criminal  behavior.  The  high  rate  of  moral 
decadence, documented by scholars like van der Walt (2003) and 
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Obasola (2015), further compounds the issue. The erosion of ethical 
values across society, including within law enforcement, creates an 
environment  where  the  pursuit  of  wealth  overshadows  moral 
considerations (Akinnaso, 2018). This moral crisis is intensified by 
the  perception  of  corruption  within  institutions  meant  to  uphold 
ethical  standards,  leading  young  people  to  rationalize  their 
involvement  in  cybercrime  as  merely  participating  in  an  already 
corrupt system.

Finally,  technological  advancements  and  increased  internet 
accessibility, while beneficial, have inadvertently facilitated easier 
entry into cybercrime. The widespread availability of smartphones 
and  internet  connectivity,  coupled  with  limited  digital  literacy 
education, provides opportunities for fraudulent activities (Wilson & 
Mbaku, 2023). Additionally, the poor implementation of cyber laws 
and  inadequate  enforcement  mechanisms  contribute  to  the 
persistence  of  internet  fraud.  The  perception  that  cybercriminals 
operate  with  impunity,  along  with  lengthy  legal  processes  and 
limited prosecution success rates,  weakens the deterrent  effect  of 
existing laws (Johnson & Okoye, 2022). This combination of socio-
economic, cultural, and technological factors creates a challenging 
environment for combating internet fraud in Nigeria.

Effects of Internet Fraud (Yahoo-Yahoo)
The pervasive  nature  of  internet  fraud,  or  "Yahoo-Yahoo," 

has wrought devastating financial and psychological consequences 
across Nigeria.  Economically, the nation grapples with staggering 
annual  losses,  with  figures  soaring  into  hundreds  of  billions  of 
Naira, severely impacting national stability. At the individual level, 
victims endure profound trauma, ranging from acute psychological 
distress  and  physical  ailments  like  heart  attacks  to  the  chilling 
reality  of  ritualistic  killings  associated  with  "Yahoo  Plus" 
(Umukoro, 2019). This has cultivated a climate of fear and distrust, 
fracturing  social  bonds  and  fundamentally  altering  community 
dynamics.  Moreover,  Nigeria's  international  reputation is severely 
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compromised,  leading  to  discriminatory  treatment  of  its  citizens 
abroad and hindering legitimate business endeavors. This collective 
stigmatization  casts  a  shadow  over  the  entire  nation,  posing 
substantial  barriers  to  honest  entrepreneurs  and  professionals 
seeking to engage in global commerce, thereby limiting economic 
growth and international cooperation.

Beyond the immediate financial losses, the ripple effects of 
cybercrime  extend  to  businesses,  the  national  economy,  and  the 
perpetrators  themselves.  Companies  face  long-term  structural 
damage,  including  diminished  investor  confidence,  increased 
borrowing costs, and reputational harm (Rouse, 2020). The national 
economy suffers  from deterred  foreign direct  investment  and the 
diversion of crucial resources to combat cybercrime, often hampered 
by  internal  corruption.  Furthermore,  the  extravagant  and  often 
reckless spending of cybercriminals distorts local markets, notably 
the  real  estate  sector,  creating  artificial  inflation  and  disrupting 
legitimate market forces. Paradoxically, the perpetrators themselves 
face severe consequences,  including social  ostracization, financial 
instability  due  to  mismanagement  of  ill-gotten  gains,  and  dire 
spiritual repercussions, especially those involved in "Yahoo Plus." 
Ultimately, the most insidious effect is the erosion of ethical values, 
fostering  a  culture  that  glorifies  quick  wealth  over  honest  labor, 
thereby jeopardizing the moral fabric of future generations.

Historical Development of Christian Religious Education in 
Nigeria

The introduction of Christian Religious Education in Nigeria 
is intrinsically linked to the arrival of Christian missionaries in the 
19th  century.  These  early  missionaries  established  schools  as 
primary vehicles for evangelization and moral instruction, laying the 
foundation  for  formal  religious  education  in  the  country.  The 
curriculum emphasized biblical knowledge, character formation, and 
moral  values  as  essential  components  of  holistic  education 
(Thompson &Adekunle, 2021).
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The  post-independence  era  saw  significant  changes  in  the 
approach  to  Christian  Religious  Education,  with  the  government 
taking  a  more  active  role  in  curriculum  development  and 
implementation.  The 1970s  witnessed the  integration  of  religious 
education into the national curriculum, recognizing its importance in 
character development and moral instruction. This period marked a 
shift  from  purely  denominational  approaches  to  more  inclusive 
educational strategies (Wilson & Ibrahim, 2022).
    The 1980s and 1990s brought new challenges and opportunities 
with the introduction of the 6-3-3-4 educational system. Christian 
Religious Education adapted to meet changing societal needs while 
maintaining its core focus on moral development. This period saw 
increased emphasis on practical application of religious principles to 
contemporary issues (Harrison & Okonkwo, 2023). Recent decades 
have witnessed attempts to modernize Christian Religious Education 
to  address  contemporary  challenges  while  preserving  traditional 
values.  The  curriculum  has  evolved  to  include  discussions  of 
modern ethical issues, including technology use and cyber ethics, 
though implementation varies significantly across different regions 
and school systems (Davies & Peters, 2024).

Roles of Christian Religious Education in Curbing Internet 
Fraud (Yahoo-Yahoo)

Christian Religious Education plays a pivotal role in curbing 
internet  fraud  by  serving  as  a  moral  compass  through  scriptural 
teachings and ethical principles. By emphasizing biblical passages 
that condemn dishonest wealth acquisition, such as Proverbs 16:8, it 
fosters  a  strong  internal  moral  framework.  As  Hagan  (2017) 
suggests,  religion  acts  as  a  controlling  and  bonding  force, 
reinforcing community values. Moreover, Familusi and Oke (2016) 
highlight the integration of religious and moral values into daily life, 
making Christian Religious Education a powerful tool for character 
formation.
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The transformative power of Christian Religious Education 
extends  to  addressing  the  spiritual  dimensions  of  internet  fraud, 
particularly  "Yahoo  Plus."  By  teaching  biblical  principles  that 
condemn fraudulent  behavior  and the misuse of  spiritual  powers, 
educators help students understand the severe spiritual consequences 
of their actions. Drawing on Proverbs 20:17, which warns against 
the futility of fraudulent gains, educators address the escalation to 
dangerous practices involving rituals,  as highlighted by Umukoro 
(2019).  Sumter  et  al.  (2018)  note  the  acknowledged  religious 
influence  on  behavior,  even  among  those  attempting  to  deflect 
responsibility.
         Furthermore, Christian Religious Education shapes students' 
nighttime  consciousness  and  behavior  by  emphasizing  moral 
conduct,  drawing from Psalms 36:4 and Micah 2:1-3.  This  helps 
students  recognize  how  fraudulent  activities  often  begin  with 
nighttime planning. As Salvatore and Rubin (2018) affirm, religious 
education is a fundamental tool for teaching morals and discipline. 
By  highlighting  divine  justice  and  accountability,  as  in  Proverbs 
10:2-3,  educators  underscore  the  long-term  consequences  of 
fraudulent behavior, extending beyond immediate financial gains to 
psychological  and  social  impacts,  as  noted  by  Rouse  (2020). 
Additionally,  it  provides  a  framework  for  understanding  the 
relationship  between  wealth,  work,  and  moral  responsibility, 
countering  the  "get-rich-quick  syndrome"  (Oke,  2013)  through 
teachings on honest labor and contentment (2 Thessalonians 3:6-12, 
Proverbs 22:29).

Challenges of Christian Religious Education in Curbing 
Internet Fraud (Yahoo-Yahoo) Among Secondary School 
Students

Christian  Religious  Education  faces  several  challenges  in 
curbing internet  fraud ("Yahoo-Yahoo")  among secondary  school 
students,  including  inadequate  teacher  training  and  resources  to 
address modern cybercrime within religious instruction (Williams & 
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Adeleke, 2023), the conflicting influence of materialism and popular 
culture  that  undermines  religious  teachings  on  honest  living 
(Thompson & Okoye, 2022), the limited integration of technology 
and contemporary ethical issues within the curriculum (Harrison & 
Ibrahim, 2024), and the declining emphasis on moral education in 
favor of academic performance metrics (Martinez & Peters, 2023).

Prospects of Christian Religious Education in Curbing Internet 
Fraud (Yahoo-Yahoo) Among Secondary School Students

To  enhance  the  effectiveness  of  religious  education  in 
addressing  contemporary  challenges  like  internet  fraud,  a  multi-
faceted  approach  is  essential,  encompassing  the  integration  of 
modern teaching methodologies such as multimedia resources and 
interactive  learning  (Edwards  &  Adekunle,  2024),  fostering 
collaboration  between  religious  institutions  and  schools  to 
strengthen  moral  education  programs  (Wilson  &  Ahmed,  2023), 
developing specialized curriculum modules focused on cyber ethics 
and  digital  citizenship  within  a  religious  context  (Anderson  & 
Okoro, 2022), and increasing emphasis on experiential learning and 
community  engagement  to  cultivate  stronger  moral  foundations 
(Richardson & Nnamdi, 2023).

Conclusion
The role of Christian Religious Education in curbing internet 

fraud  among  secondary  school  students  in  Nigeria  presents  both 
significant challenges and promising opportunities. While traditional 
approaches  to  religious  education  face  obstacles  in  addressing 
modern  ethical  challenges,  the  potential  for  innovation  and 
adaptation  offers  hope  for  more  effective  intervention  strategies. 
Success  in  this  endeavour  requires  a  coordinated  effort  from 
educational institutions, religious organizations, and policy makers 
to modernize and strengthen religious education while maintaining 
its core focus on moral development and character formation.
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Recommendations
1. Enhance  teacher  training  programs  to  include  modern 

pedagogical  approaches and technology integration in  religious 
education.

2. Develop updated curriculum materials that address contemporary 
ethical challenges, including cybercrime and digital ethics.

3. Strengthen collaboration between schools,  religious institutions, 
and community organizations in promoting ethical behaviour.

4. Implement  regular  assessment  of  religious  education  programs' 
effectiveness in addressing contemporary moral challenges.

5. Increase  resource  allocation  for  religious  education  programs, 
including technology and teaching materials.
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